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Protect Your Computer and Valuable Data

You have music, pictures, videos, contacts, personal information and more on your computer. The
value of this information can be enormous! It can easily outweigh the cost of the computer itself.

Computers are very reliable but as with any equipment it will break. When this happens, and it will,
your valuable information could be lost forever.

There are also attacks on your computer from the internet via web sites and email. There are
hackers, viruses, Trojans and other nasty things trying to get at your system. Spyware and Adware
can invade your computer and send out information about you and your activities and slow your
computer due to their use of system resources.

To protect your computer you need to have four things in place:
1. Antivirus software - this will check your computer for viruses and keep it clean.
2. Firewall - this will keep hackers from getting into your system.

3. Spyware / Adware checker and removal software - this will monitor your system and keep the
spyware and adware away.

4. Backup - THIS IS MOST IMPORTAN®uU must backup your information, picture, videos, music
and anything else important. This must be done periodically (at least once per week) to an external
drive or areliable backup site on the internet.

I hope we didn't scare you. If you have the four basic things in place, your computer and information
will be safe.

The team at Computer Renaissance is always there to help and can be found in Kirkwood Plaza next
to Verizon.

Computer Renaissance
4345 Kirkwood Hwy
Wilmington DE 19808
302-683-9323

info@CompRenWilmington.com
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Recommended Free Programs for Your Computer

OpenOfficeg A free alternative to Microsoft Office and is fully compatible with Microsoft office. All
the features of Office, sometimes even more. Website - www.openoffice.org

Mozilla Firefoxg A free alternative to Microsoft Internet Explorer with more security than Internet
Explorer. It blocks more Spyware and Adware attempts than Internet Explorer. Website -
www.mozilla.org

AVG Antivirugg A 100% free anti-virus program. It is fully functional with no cost, ever. Website ¢
www.free.grisoft.com

Picasaz; An easy to use picture organization and editing program. A free program distributed by
Google. Website ¢ www.picasa.google.com

Spybot Search & DestrayA free anti-Spyware program to eliminate Spyware and adware. This will
not scan automatically. It is recommended you update it and scan at least once a week. Website -
www.safer-networking.org

VLC Media Player A free alternative to Windows MediaPlad SNX» L R2Say Qi KI @S
that WMP has, but it will play pretty much every format of video you can think of, with no need for
codecs or plug-ins. Website - www.videolan.org/vic

7Zip¢ A free archiving program. Used to compress files. Also it can open other archived files made
with WinZip, WinRar, and others. Website ¢ www.7-zip.org

CDBurnerXFP A free CD burning program. CDBurnerXP can burn Data, Audio, and Video CDs and
DVDs. Website ¢ www.cdburnerxp.se

Zonealarmg Free firewall to protect your computer. Website -
http://www.download.com/ZoneAlarm-Firewall-Windows-2000-XP-/3000-10435 4-10039884.html

Box.net ¢ Internet backup and file storage site. Website ¢ www.box.net
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Definitions

Virus

A computer virusis a computer program that can copy itself and infect a computer without
permission or knowledge of the user.

Trojan

A Trojan horseor simply trojan, is a piece of software which appears to perform a certain action but
in fact performs another such as a computer virus. Contrary to popular belief, this action, usually
encoded in a hidden payload, may or may not be actually malicious, but Trojan horses are notorious
today for their use in the installation of backdoor programs. Simply put, a Trojan horse is not a
computer virus in most cases. Unlike such badware, it does not propagate by self-replication but
relies heavily on the exploitation of an end-user (see Social engineering). It is instead a categorical
attribute which can encompass many different forms of codes. Therefore, a computer worm or virus
may be a Trojan horse. The term is derived from the classical myth of the Trojan Horse.

Spyware

Spywareis computer software that is installed surreptitiously on a personal computer to intercept or
take partial control over the user's interaction with the computer, without the user's informed
consent. Spyware programs can collect various types of personal information, but can also interfere
with user control of the computer in other ways, such as installing additional software, redirecting
Web browser activity, accessing websites blindly that will cause more harmful viruses, or diverting
advertising revenue to a third party. Spyware can even change computer settings, resulting in slow
connection speeds, different home pages, and loss of Internet or other programs. In an attempt to
increase the understanding of spyware, a more formal classification of its included software types is
captured under the term privacy-invasive software.

Adware

Adwareor advertisingsupported softwareis any software package which automatically plays,
displays, or downloads advertising material to a computer after the software is installed on it or while
the application is being used. Some types of adware are also spyware and can be classified as privacy-
invasive software.

Firewall
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A firewall is dedicated software running on a computer, which inspects network traffic passing
through it, and denies or permits passage based on a set of rules. A firewall's basic task is to regulate
some of the flow of traffic between computer networks of different trust levels. Typical examples are
the Internet which is a zone with no trust and an internal network which is a zone of higher trust.
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